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The Digital Marshal: Securing the Future of Formula 1

The F1 Risk Gauntiet: Challenges at 300km/h

Infrastructure Failure:
The "Manhole Crisis"

Capturing the Action:
The Problem of Extreme Speed
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1. Executive Summary

The security landscape for large-scale urban events—typified by the high-stakes
environment of the Singapore F1 Grand Prix—is undergoing a fundamental paradigm
shift. We are moving from "Perceptive Intelligence" (simple detection) to
"Coghnitive Intelligence" (contextual understanding).

This white paper presents a technology-neutral, comprehensive framework
designed to address the unique complexities of temporary, high-profile urban
circuits. By integrating advanced Vision-Language Models (VLM), industrial-grade
edge computing (leveraging partners like Axiomtek), and high-performance sensing
hardware (Dahua Technology), this solution addresses non-standard "long-tail"
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risks—such as wildlife intrusions and micro-infrastructure failures—that traditional
Al models frequently miss.

Furthermore, this framework directly addresses the "thermal wall" facing modern
compute infrastructure. It incorporates Direct-to-Chip (DTC) liquid cooling to meet
stringent environmental regulations and energy efficiency standards, ensuring that
next-generation security is not only effective but also sustainable.

2. Macro Challenges and Strategic Context

Modern urban events operate within a "Smart Nation" ecosystem where security
architectures must delicately balance safety, operational efficiency, and data
privacy.

2.1 Geopolitical and Supply Chain Resilience

In an era of technological decoupling, security architectures must utilize
"independent entities" and diverse hardware ecosystems. This ensures compliance
with international regulatory standards (including GDPR and NDAA-Llike frameworks)
while maintaining supply chain continuity.

2.2 Labor Economics: The "PWM" Factor

In regions like Singapore, the Progressive Wage Model (PWM) is significantly
increasing the baseline cost of manual security personnel. The industry faces a
financial necessity to transition from "manpower-heavy" to "tech-heavy" solutions.
Technology-based "Virtual Guarding" and automated surveillance can now offer a
Return on Investment (ROI) in less than four months by augmenting human
capabilities and reducing headcount requirements.

2.3 Environmental Constraints: The "Thermal Wall"

Temporary edge nodes and urban data centers face severe thermal challenges. In
tropical climates, traditional air cooling often fails to meet Power Usage
Effectiveness (PUE) targets of <1.3. As Al density increases, a shift toward liquid
coolingis required to prevent thermal throttling and ensure consistent inference
performance.

3. Risk Assessment Methodology



To prioritize interventions effectively, this framework employs a comprehensive 5x5
Risk Assessment Matrix (Severity vs. Likelihood):

e Level 1 (Critical/Extreme): Risks requiring immediate event cessation or
massive intervention.

o Examples: Track incursions by protestors; structural failure of
drainage covers or barriers.

e Level 2 (High): Significant threats requiring dedicated automated
contingency plans.

o Examples: Unauthorized drone activity in restricted airspace; extreme
heat hazards affecting driver or marshal cognition.

¢ Level 3 (Medium): Monitored risks managed via alerts.

o Examples: Wildlife intrusions (e.g., monitor lizards); localized crowd
congestion or bottlenecks.

4. Technical Architecture: The "Cognitive Brain"

The solution architecture follows a "Cloud-Edge-Terminal" synergy model,
optimized for low latency and high reliability.

4.1 The Perception Layer (High-Performance Sensing)

e Global Shutter Sensors: Essential for high-speed environments (up to 320
km/h). Unlike rolling shutter sensors which distort fast-moving objects,
global shutter technology captures the entire frame simultaneously,
eliminating motion blur and geometric distortion.

¢ Panoramic "Forest and Trees" Visibility: utilizing multi-sensor arrays (e.g.,
Dahua Hubble series) to provide 360-degree situational awareness in
grandstands. This allows operators to zoom into minute details (faces,
objects) without losing the overall panoramic context.

¢ Thermal Fusion: Dual-lens thermal cameras provide 24/7 monitoring,
capable of detecting heat signatures from intruders in total darkness and
identifying overheating electrical infrastructure before failure.

4.2 The Computing Layer (Ruggedized Edge Al)



Industrial Edge Nodes: Deployment of Axiomtek eBOX or AIE series
embedded systems. These are engineered for harsh environments (-30°C to
+70°C) and feature high resistance to the electromagnetic interference (EMI)
generated by high-revving racing engines.

Direct-to-Chip (DTC) Liquid Cooling: To support high-density inference
(using GPUs like the NVIDIA L40S), liquid cooling is implemented. This
reduces energy consumption by up to 40% and maintains acoustic noise
levels below 50dB, making it suitable for deployment near noise-sensitive
VIP areas.

4.3 The Cognitive Layer (VLM and MLLM)

Open-Vocabulary Detection: Traditional CNNs are limited to pre-defined
categories (e.g., "person," "car"). Vision-Language Models (VLM) enable
detection based on natural language prompts.

o Example Prompt: "Identify any stationary reptile on the track surface.”

Text-Defined Alarms: Security personnel can define new security rules in
seconds using natural language, enabling rapid response to evolving threats
(e.g., specific protest banners or unusual behaviors) without retraining the
model.

Semantic Video Search (AcuPick 2.0): Leveraging metadata for "natural
language querying," operators can locate targets across hundreds of camera
feeds using descriptions like "Individual in red shirt with a black backpack,"
significantly compressing search times.

5. Strategic Implementation Scenarios

5.1 Infrastructure Integrity and FOD Detection

Modern "Ground Effect" race cars generate immense suction that can dislodge

loose infrastructure. The system creates a "Digital Twin" of the track surface pre-

race. During the event, VLM compares real-time footage against the twin to detect

subtle cracks, elevations, or Foreign Object Debris (FOD) as small as 10cm, flagging

them instantly to Race Control.

5.2 Wildlife and Invasive Species Management



In urban tropical settings, wildlife (such as monitor lizards) poses a genuine risk.
Traditional motion detection often ignores these as "noise" or false positives. VLMs
understand the semantic concept of "living creatures," accurately distinguishing a
lizard from a blowing plastic bag and triggering an early warning.

5.3 Crowd Dynamics and VIP Protection

In high-density zones, Al-ISP (Image Signal Processing) ensures clarity even in low-
light night race conditions. Human-in-the-loop (HITL) workflows utilize VLM for
"intent recognition," analyzing crowd sentiment to distinguish between benign
excitement and potential aggression or breach attempts.

5.4 Low-Altitude Defense

The framework integrates RF sensing, radar, and long-range optics to detect
unauthorized drones. Mitigation involves directed jamming to neutralize threats
while strictly adhering to frequency isolation protocols to ensure no interference
with critical race telemetry or broadcast signals.

6. Commercial and Regulatory Framework
6.1 RaaS (Result-as-a-Service) Leasing Model

Given the ephemeral nature of major events (3-5 days), a CAPEX-heavy purchasing
model is inefficient. This framework prioritizes "Security-as-a-Service," where
hardware is leased from local integrators and removed post-event. This ensures the
utilization of the latest technology without asset depreciation risks.

6.2 Compliance and Data Sovereignty

¢ Privacy Protection: Real-time privacy masking is applied to the faces of non-
target spectators to comply with the Singapore Personal Data Protection
Act (PDPA).

e Cybersecurity Standards: All hardware must meet the Cyber Security
Agency (CSA) Cyber Security Labeling Scheme (CLS) Level 3 or 4 and
adhere to [EC 62443 standards for Operational Technology (OT) network
isolation.

7. Conclusion: The "Digital Marshal"



The future of event security lies in the concept of the "Digital Marshal"—a system
that does not merely see, but understands. By compressing the OODA (Observe-
Orient-Decide-Act) loop through Agentic Al, this framework provides a robust,
scalable, and environmentally sustainable security shield for the world's most
demanding urban stages.

Analogy for Context: Traditional event security is like a library's card catalog—it can
only find things if they have a pre-existing label. This next-generation cognitive
system is like an all-seeing librarian who has read every book. You can describe an
event in plain language ("someone acting nervous near the exit"), and the librarian
understands the context of the story and knows exactly where to look, even if that
specific scenario has never happened before.

About DCDEEPTECH DCDEEPTECH is a premier technology consultancy
specializing in the convergence of Edge Al, physical security, and sustainable
computing infrastructure. We bridge the gap between cutting-edge R&D and
practical, high-stakes implementation.



